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FCC Grants Time
to Comply with
No Fax Ad Rule

‘Establisbed relationship’

exception scrapped
By D. Reed Freeman Jr.

Over the last month or so,
the Federal Communications
Commission’s (FCC) changes to its
rule regulating unsolicited faxes
has been generating some high-
volume buzz.

The original rule, in place for
more than a decade, stems from
the federal Telephone Consumer
Protection Act, which prohibits
sending an advertisement to a
business’ or individual’s fax
machine without the prior express
permission of, or an invitation
from, the recipient.

The act required the FCC to
draft a rule implementing this pro-
hibition and, in 1992, the FCC did
so. Its rule contained the act’s
general prohibition but provided
one limited exception: It allowed
a company to send an unsolicited
fax advertisement to a person or
business with whom it had an
“existing business relationship,” as
long as the recipient had not ter-
minated the relationship.

NEw GAME RULES

In July, the FCC revised the
rule. Among its changes was a
scrapping of the “established busi-
ness relationship” exception. The
FCC determined in its rule-making

that the mere existence of a busi-
ness relationship between fax
sender and recipient does not
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You Need To Know

The FTC Safeguards Rule:
An Expansion of Gramm-Leach-Bliley

By Marie Flores

ust when businesses thought their privacy policies were finally perfect and that
it was safe to assume they had seen the last of the privacy laws, the issue struck
again.

And this time, it struck where businesses and their legal advisers might least have
expected it, turning regular e-businesses into “financial institutions” and requiring
implementation of yet another set of rules.

HisTorY oF GLB

On Nov. 12, 1999, Congress enacted the Financial Services Modernization Act,
commonly referred to as the Gramm-Leach-Bliley Act (GLB). The purpose of the act
was to bring the banking industry up-to-date by allowing banks to engage in a
broad range of activities, including offering insurance and brokering services with
new affiliates. Subtitle A in Title V of the act, “Disclosure of Nonpublic Personal
Information” (NPPI), limits the range of instances in which a financial institution
may disclose NPPI about a consumer to nonaffiliated third parties. The act also
requires financial institutions to disclose to their customers privacy policies and
practices regarding customer information shared with affiliates and nonaffiliated
third parties.

On May 12, 2000, the Federal Trade Commission (FTC) issued the Privacy of
Consumer Financial Information Rule, which implemented GLB’s Subtitle A. Financial
companies were required to comply with the new privacy rule by July 1, 2001.

Title V also requires the FTC to establish standards for financial institutions
relating to administrative, technical and physical safeguards (Safeguards Rule) to
ensure security and confidentiality of customer records and information. On May 17,
2002, the FIC issued its Safeguards Rule, which mandates these standards.
(See www.ftc.gov/0s/2002/05/67fr36585.pdf.)
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FIC Safeguards
conﬁnuqdﬁompagez
nny breach of ‘the comp:m'y"s;r cus-
tomer privacy policy. ;
INFORMATION SYSTEMS « .
Step two of the Safegnards.Rule
requlr?s identification,, and agsess-
ment of security risk.” ow ‘are
some of the FIC's suggestions_on
how to mamtzun customer mfonna
tJon secunty "
= Store moords in a secure area. and
prowdc only” ‘authorized employ-
ees access to the records;
e Provide a means for .sccurely t.rans—

_ mitting  or . collecung customer
nfonnauon,

* Dispose of customer m.formauon in
b ,a secure manner; ;and o
° Use appx:opngte oversxght or audit
2 Aprooedures to detect unp:oper dis-
. closure or thcft of customer mfor-
Emagon”. [
MANAGING SYSIEM:FA!LURES
- Step three of the Safeguards: Rule
| requires a security plan. Some steps
| the government recommends for
meeting this requirement are::: -
¢ Maintain up-to-date programs and
controls by fo]lowmg a written
" comtitigency’ plaft 'to “addréss “ahy
B bteaches in ammmnrm
| nical safeguards; - -
s Maintain up-todate ﬁrewalls and
- antivirus: software that updates
~automaticallyy’ - . -
'« Maintain- Systems -and procetlures
6 ensuré that access to nonpublic
~customer information is granted
“ only fo légitimate ‘users; and-
Notify-customers promptly if per-
sonal mformauon is lost or is ille-

semee pmwders that are capa-
of maintaining appropriate safe-
s for .the customer mfomlauon

1 7aﬁd'contra¢ts"d’epartméﬁt
er at Southwest Bank of Texas,
in Houston. Contact her at

require specific’contractual language,
stating*'in .the commentary to the
rule§ that “The’ commission” believes
that financial institutions- are well
positioned to develop  and' imple-
mernt appropriate contracts with their
service providers”- (67 Fed. “Rég.
36490). For“those looking for' more
guidance, the following conh‘amal
language is suggested: &
* The ‘¢onfract should mclude 2 pro-
vision stating that theparties wish
7to keep customer nonpublic, per-
“'sortdl informition strictly confiden-
* tial in ofder to comply with regu:la

tory requirements.’ 4
° 1_\ st_tp;.g]an_on‘ that the qurmapon

Sudden!y ‘some e-lmsinesses
that bave not been commonly
tbougbt of as being a type

of ﬁuaucial insﬂtuﬁon are
ﬁnding ’tbemsqlves l_abqlgd as
- such because they conduct

ﬁmncial trausactions.”.

will be held in strict confidence
‘and accessed only for the explicit

“business purposes ¢ ‘of the proposed
transaction.

° A guarantee from r.he ;ecelvmg
pa.rry' that it wnll protect. the infor-
“mation it acccsses no less r,\gorous—
Ay than it protects 1ts own cus-
tomers’ confidential mformauon
and that it has the safegua:d meas-
ures, in place as required by the
FTC for such t_y_ges of information.

* A provision allowing auditing of
the receiving party to ensure com-
pliance with.contract requirements.

e Provisions allowmg for return or

] destrucnon of ali conﬁdenual infor-
mzmon dl$closed to the receiving
parly upou request of the dlsclos-

_ing party.

. A provxs;on stating that the receiv-
mg Jparty. agrees upon written
_ request from the disclosing party
. that it will not continue to use the
dlsclqsmg parties’ customer infor-

.. mation. -

sA provxslon should be included
allowmg equltable .relief. and

dmnmﬁmtlonl o

e A stipulation shoulé be made*&hat
any violation of the contract’s pro-
tective conditions amounts to 2
material breach of contract and

“enfitles the- party’ to* ‘imimediately
téfininate Jthe contract wniaom

oy penﬁlty o " it

JMA‘ provlsibn ensunng that t.he con-

itraces profective - req‘mém::nts will

‘suivive any termination agreement.
“i7The Tast step of the Saféguards Rule

simply requires institutions® to evalu-

dte their security programs and adjust
them 4s'their business or ‘technology
changes or as otherw:Se necessary

CowaﬂsmN B
’I‘he FI'C Safeguards Rule is anoth-

er bend in the e-commerce " super-
ghway one more, in the ever-grow-

mg list of regulauons that e-buslness-
es and their advisers must know
well. These days, it’s prudent for any
busmess that collects personal infor-

mation from. customers 1o have .a

security. plan to  protect the confiden-

tiality and mtegﬂty of that informa-
tion. For “financial institutions,” it's
not only prudent —-it's the law.

Awarengss,;iis :the - key. Remember:

Knowing is half the battle, For.more

mformauon on 'this toplc visit the fol-

lowmg links:

o www.fic. gov/pnvacy/ glbact

* www.fdic.gov/regulations/infor-

_mation/btbulletins/brochurel.html;
. www.fic. gov/mfosecunty
* www.fdic.gov/regulations/infor-
mation/btbulletins/brochure2. hr.ml
T e
® www.fdic.gov/regula}ions/infor—
- mation/btbulletins/brochure3.html.
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